Virtual memory
Jinyang Li

Some slides are from Patterson and Hennessy



What we’ve learnt last time

* CPU design
 Single cycle

5 stage pipeline o
* Memory hierarchy )
* Caching

* Why it works: principles of locality
* Direct map vs. fully associative vs. n-way associative




Today’s lesson plan

* Virtual memory
* Why?
* How? Address translation
* Make it fast



Virtual Memory: goals

* Goal #1: Use main memory as a “cache” for disk storage

* Goal #2: Let multiple processes share main memory safely
e Each process gets a private virtual address space, isolated from others

* Solution: CPU and OS translate virtual addresses to physical
addresses
* VM “block” is called a page
* VM translation “miss” is called a page fault



Our simplified view of program execution

0x0...058

PC: | 0x00...0058 0x0...050

IR:  movq (%rax), %rbx 0x0...048

0x0...040

RAX: 0x38 addr: 0x38

> 0x0...038 Ox1

RBX: Ox1

0x0...030

)
1 0x0...028

0x0...020

0x0...018

0x0...010

data: Ox1 Memory




CPU can execute multiple processes concurrently

PC: | Oxfe...0058

IR:  movq (%rax), %rbx | —
RAX] Oxee..0038
RBX: Ox1

PC: | 0x00...0028

IR: movq %rbx, 10(%rax) | <«— <
RAX: 0x2 Memory

RBX:l 0x00..1234 1. OS assigns different processes different memory regions




Virtual addressing

0x0...058

Memory Management Unit

PC: | 0x00...0058 0x0...050

Virtual address

> MMU 0x0...048

IR: | movq (%rax), %rbx 0x38

0x0...040

RAX: 0x38
0x0...038

RBX: 24 0x0...030

A
i) 0x0...028

0x0...020

Physical address 0x0...018

0x10 L 5x6—040> Ox1

data: Ox1



Address Translation — Strawman

OS provides with MMU a mapping table with “page” granularity
— Map each virtual page into a physical page

Physical page#

00..0 |...
0x10 j 0x0...058

Memory Management Unit 0x0...050
0x11 PC: | 0x00...0058 l e 0x0...048
R: | o LU 0x0...040
ff |- - 2 | oo. 0
3
RBX: A é 0x0...030
mapping table og 0x0...028
e 0x0...020
§ 0x0...018
—Gr > Ox1
data: Ox1 I I




Sharing memory safely using VM

47 ? 0

Virtual page number Page offset

?
° v

Physical page number Page offset

Suppose page size is 4KB,
how many bits in page offset?

212= 4KB, so 12 bits



Translation using the page table

PTE: Page Table Entry
aka virtual page index

47

Virtual page number

Page offset

Physical Page #
0x12....34

0x11...56

0x21...36

0x71...80

A 4

A 4

s writable?
valid?

Physical page number

Page offset

accessible by
OS only?

* Each process has its own page table

* A special register, “page table register”
stores the base (physical) address of
the running process’ page table



Page Fault

47 0
Virtual page number Page offset

PTE: Page / -
Table Entry /\
Physical Page # SIw|v é‘\ writable?

accessible by
OS only?

PTE-1: 0x11...56
PTE.D - 0x21..36 \I * Page fault occurs when
\ 1. “v”isinvalid
2. “w” isinvalid for a write access
3. “s”isinvalid for a non-0OS access
 OS handles page fault by either
fix page table or terminate process

PTE-3 : 0x71...80

A 4 \ 4
Physical page number Page offset




One level page table is impractical

* How large is the page table for 48-bit virtual address space?
* Page size 4KB

Page Table size = 23 pages * 8 byte-PTE/page = 23° bytes = 0.5TB!!!



Multi-level page tables

Problem
* how to reduce # of page table entries required?

Solution

* Multi-level page table
—A tree of “page tables”



2-level Paging Example

* 6-bit virtual and physical address, 4-byte page



2-level Paging Example

* 6-bit virtual and physical address, 4-byte page
* 1-level page table

Suppose a process has only two 2 mapped virtual pages

PPN Y
- 1100 1
0000 0
24PTEs — -
0000 0
0100 1

—

1-level Page Table



2-level Paging Example

* 6-bit virtual and physical address, 4-byte page
 2-level page table

Suppose a process has only two 2 mapped virtual pages

| - /////////2 1100 1|
Lo |1 e 0000 0| 2211
0000 O 210 0000 O 0000 0O | PTEs
24 PTEs — - . E PTEs oo | 1100 1 |
0000 0 1101 1
0100 1 ) - Tam
N ; o 0000 O
1-level Page Table T a1 0000 O
page table 0100 1



2-level Paging Example

* how to perform address translation?
— 1-level page table

1111 | 10

\ ' J \ )
Index to Page
page table offset

1100 1
0000 0
0000 0
0100 1

1-level Page Table



2-level Paging Example

* how to perform address translation?

* 2-level page table

1111 | 10

\ ' J\ )
Index to Page
page table offset

1100 1
0000 0
0000 0
0100 1

1-level Page Table

11111 10

I

Index to Indexto Page
LO table L1 table offset

, O O K,

, O O K,



X86 64 and RISC-V use 4-level page table

63 48 47 39 38 30 29 21 20 12 11 0

Reserved LO Offset L1 Offset | L2 Offset | L3 Offset Page Offset

Page table register |_> 1IN 9-bit index

Root Addr ——:E per level

Level 0
‘ e IN
> I’d
Level 1

4-level page table



Example translation using a 4-level table

Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11 0

0x0 0x1 0x2 0x0 Ox1ff Oxfa8

Reserved LOOffset L1 Offset L2 Offset L3 Offset Page Offset

Page table register

0x4ffff000 p=————=>1 0x3466001
Physical address 0x3467001
of the 15t entry at 0x3468001
level 0
unused
Level 0

Physical address
of the 15t entry at
level 1

4-level page table



Example translation using a 4-level table

Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11 0

0x0 0x1 0x2 0x0 Ox1ff Oxfa8

Reserved LO Offset L1 Offset L2 Offset L3 Offset Page Offset

Page table register

0x4ffff000 > 0x3466001
Physical address | 0x3467001
of the 15t entry at 0x3468001
level 0
unused
Level 0

Physical address
of the 15t entry at
level 1

4-level page table




Example translation using a 4-level table
Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11

0x0 0x1 0x2 0x0 Ox1ff Oxfa8

Reserved LO Offset L1 Offset L2 Offset L3 Offset Page Offset

Page table register

Ox4ffff000 >| 0x3466001
Physical address >{ 0x3467001 —L
of the 1 entry at 0x3468001 0x3587001
“ee unused
unused 0x3588001
Level 0
Physical address unused
of the 15t entry at
level 1 Level 1

Physical address
of the 15t entry at
level 2

4-level page table



Example translation using a 4-level table

Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11 0
0x0 O0x1 0x2 0x0 Ox1ff Oxfa8
Reserved LO Offset L1 Offslet L2 Offset L3 Offset Page Offset
Page table register
0x4ffff000 > 0x3466001
Physical address >{ 0x3467001
a0 e oxaas8001 | | LT Gazs700
--- unused
unused 21 0x3588001
Level 0
Physical address unused
of the 15t entry at
level 1 Level 1

Physical address
of the 15t entry at
level 2

4-level page table




Example translation using a 4-level table

Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11
0x0 O0x1 0x2 0x0 Ox1ff Oxfa8
Reserved LO Offset L1 Offslet L2 Offset L3 Offset Page Offset
Page table register
0x4ffff000 > 0x3466001
Physical address | 0x3467001
S oxaa68001 | | Lo ozz7007
unused _|> 0x3678001
unused >| 0x3588001 0x3579001
Level 0 unused
Physical address unused
of the 15t entry at unused
level 1 Level 1
Physical address Level 2
ﬁ:vt;e; * entry at Physical address

of the 15t entry at
4-level page table level3



Example translation using a 4-level table

Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11
0x0 O0x1 0x2 0x0 Ox1ff Oxfa8
Reserved LO Offset L1 Offslet L2 Offset L3 Offset Page Offset
Page table register
0x4ffff000 > 0x3466001
Physical address | 0x3467001
AR oxaas8001 | | LT Gazs700
unused 0x3678001
unused >| 0x3588001 0x3579001
Level 0 unused
Physical address unused
of the 15t entry at unused
level 1 Level 1
Physical address Level 2
ﬁ:vt;e; * entry at Physical address

of the 15t entry at
4-level page table level3



Example translation using a 4-level table

Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11
0x0 O0x1 0x2 0x0 Ox1ff Oxfa8
Reserved LO Offset L1 Offslet L2 Offset L3 Offset Page Offset
Page table register
0x4ffff000 0x3466001
Physical address 0x3467001
AR 0x3468001 |—> 0x3587001
unused 0x3678001 P> 0x5788001
unused 21 0x3588001 0x3579001 0x5789001
Level 0 unused 0x578a001
Physical address unused "ot
of the 15! entry at unused 0x5799001
level 1 Level 1
Physical address Level 2 Level 3

4-level page table

of the 15t entry at
level 2

Physical address
of the 15t entry at
level 3

Physical address
of the page



Example translation using a 4-level table

Virtual Address: 9x80801fffa8

63 48 47 39 38 30 29 21 20 12 11 0
0x0 O0x1 0x2 0x0 Ox1ff Oxfa8
Reserved LO Offset L1 Offslet L2 Offset L3 Offset Page Offset
Page table register
O0x4ffff000 > 0x3466001
Physical address | 0x3467001
of the 1+ entry at 0x3468001 03587001
unused 0x3678001 p=—>1 0x5788001
unused 0x3588001 0x3579001 0x5789001
Level 0 unused 0x578a001
Physical address unused "ot
of the 15! entry at unused —=>1 0x5799001
level 1 Level 1
Physical address Level 2 Level 3

of the 15t entry at
level 2

4-level page table

Physical address
of the 15t entry at
level 3

Physical Address: 0x5799fa8

Physical address
of the page



Fast translation using a TLB

* Address translation is costly
* How many memory accesses per actual data access? (4-level page table)
* 4 (page table access) + 1 (data access)

e Solution?

* Cache virtual->physical page mappings in a fast small cache
* This cache is called Translation Lookaside Buffer (TLB)



Address translation with TLB

Virtual page number Page offset

Valid

Tag (VPN) Data (PPN)

TLB Hit!

TLB cache can be
direct mapped or
set associative

Like data cache,
there can >1 level
of TLB cache

e If TLB miss, translate using 4-level page table, populate TLB with resulting VPN->PPN



Summary

* Virtual memory allows multiple processes to share memory safely

* Address translation uses multi-level page table
* Speed up translation using TLB

* Memory hierarchy
* L1 cache <> L2 cache <> ... <> DRAM memory <> disk

* Memory system design is critical for performance



